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Introduction & Motivation



Motivation

Issue:
Neural networks fail to learn (safety) properties from data alone!
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Formal Verification of Neural Networks
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Scopus search results for ‘neural network verification’

• SMT Solvers: Planet (Ehlers, 2017), Reluplex (Katz et al.,
2017), Marabou (Katz et al., 2019), . . .

• MILP: Branch-and-Bound (Bunel et al., 2018), MIPVerify
(Tjeng et al., 2019), Sherlock (Dutta et al., 2019), . . .

• Abstract Interpretation: AI2 (Gehr et al., 2018), DeepPoly
(Singh et al., 2019), NNV (Tran et al., 2020), . . .
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Training with Logical Constraints

Task: train a neural network N to satisfy constraint ϕ.
Train: given data, labels, and loss function, iteratively update

network weights.
Verify: afterwards, α, β-CROWN, Marabou, NNV, ERAN, . . .

Neural Network Verifier

training data logical constraints

verify constraints

re-train

Note
Training with constraints does not guarantee their satisfaction!
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Background



Property-driven Training with Differentiable Logics

Given data x0 and label y , and constraint ϕ,
obtain optimal network weights θ+ by

θ+ = arg min
θ

αLCE(x0, y) + βLC(x0, y , ϕ).

Optimisation handled by Gradient Descent:

θi+1 := θi − η∇L(θi )

Implications
Logical constraint ϕ must be differentiable!
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DL2 (Fischer et al., 2019)

• mapping [[·]]DL2 : Φ → [0,∞),
• [[ϕ]]DL2 = 0 iff ϕ is satisfied,
• [[ϕ]]DL2 is differentiable almost everywhere.

Recursive definition of loss translation:

[[x ≤ y ]]DL2 := max{x − y , 0}
[[ϕ ∧ ψ]]DL2 := [[ϕ]]DL2 + [[ψ]]DL2

[[ϕ ∨ ψ]]DL2 := [[ϕ]]DL2 · [[ψ]]DL2.
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Fuzzy Logics (Ślusarz et al., 2023; van Krieken et al., 2022)

• logical system for reasoning with vagueness
• mapping [[·]]L : Φ → [0, 1], where [[⊤]]L = 1 and [[⊥]]L = 0,
• operators happen to be differentiable almost everywhere

Logic T-norm S-norm Implication

Gödel
min{x , y} max{x , y}

{
1, if x < y ,
y , else.

Kleene-Dienes

S(N(x), y) Lukasiewicz max{0, x + y − 1} min{1, x + y}

Reichenbach
xy x + y − xy

Goguen
{

1, if x < y ,
y x , else.
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Derivatives: Modus Tollens Reasoning
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[[x → y ]]G =
{

1, if x ≤ y
y , else
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[[x → y ]]RC = 1 − x + xy

Example: ‘If it rains, the ground will be wet.’
Let [[it rains]] = 0.1 and [[ground is wet]] = 0.
• Then, [[it rains → ground is wet]]G = 0. How to correct?
• With ∂

∂x [[x → y ]]G = 0 and ∂
∂y [[x → y ]]G = 1, we have no choice

but to incorrectly insist that the ground must be wet.
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Constraint Counterexamples with Adversarial Training

Insight from DL2 (Fischer et al., 2019)
Learning to satisfy ∀x . x ⊨ ϕ by finding x∗ such that x∗ ⊭ ϕ.

ϵ

x0

x1

x2

x3

1. Approximate counterexample
outside of training set using PGD:

x∗ = arg max
x∈∥x−x0∥∞≤ϵ

LC(x0, x, y , ϕ)

2. Use this counterexample in
training:

θ+ = arg min
θ

αLCE(x0, y)

+ βLC(x0, x∗, y , ϕ).

9 / 15



RQ1: Does training with constraints work in practice?

RQ2: Which logic translation works best?
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Experimental Results



Group Constraint

(a) unique signs
(b) danger signs

(c) derestriction signs (d) speed limit signs

(e) other prohibitory signs (f) mandatory signs

Definition

∀x ∈ ||x −x0|| ≤ ϵ →

 ∑
k∈Group

pk ≤ δ ∨
∑

k∈Group

pk ≥ 1 − δ
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Group Constraint – Results
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Baseline DL2 Gödel
Łukasiewicz Reichenbach Yager

Logic P C

Baseline 56.73 22.15

DL2 31.92 84.12

Gödel 34.76 99.39

Łukasiewicz 34.13 74.54

Reichenbach 28.00 79.76

Yager 33.44 90.06

Observation
• Training with logical loss incurs a (considerable) penalty to

prediction accuracy (Tsipras et al., 2018).
• Training with any logical loss leads to noticeably improved

constraint accuracy. Differences between loss translations are not
too significant.
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Future Work



Specifications for Machine Learning

• Many complete verifiers (can prove / disprove every property)
but necessary to specify relevant regions of the input space.

• Often infeasible in practice (high-dimensional input spaces)
→ verification often limited to point-wise verification.

Example: Reluplex (Katz et al., 2017)
‘If an intruder is near and approaching from the left, network should
advise strong right’.

vown

vint

ρ

Ownship

Intruder
ψ

θ

ρ ∈ [250 ft, 400 ft]
θ ∈ [0.2 rad, 0.4 rad]
ψ ∈ [−π,−π + 0.005]

vown ∈ [100 ft/s, 400 ft/s]
vint ∈ [0 ft/s, 400 ft/s]

12 / 15



Expressive Logics

Example: ROAD-R Data Set (Giunchiglia et al., 2023)
Videos annotated with background knowledge (propositional logic).

{¬Ped,¬Cyc} ∪ {¬Red,¬Green} ∪ {¬Green,¬Mov} ∪ . . .

Is there a need for more expressive logics?
What about temporal or probabilistic logics?

13 / 15



Certified Training

Instead of minimising an upper bound on the loss, . . .

(a) Adversarial Training (b) Certified Training

. . . maximise a lower bound on robustness!
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Summary & Conclusion

1. Motivation
Use formal methods during training to
get correct-by-construction models.

2. Approach
Integrate logical constraints into train-
ing using differentiable logics.

3. Experimental Results
Training with any differentiable logic
works (but provides no guarantees).

4. Future Work
Specifications for ML in general, ex-
pressive logics (e.g. temporal, prob-
abilistic), and certified training.

Thomas Flinkow

Department of Computer Science
Maynooth University

Email: thomas.flinkow@mu.ie
https://www.cs.nuim.ie/˜tflinkow/

Thank you! Any questions?
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