Differentiable Logics for Machine Learning: What difference do they make?
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1. Motivation:

5. Experiment — Local Robustness Constraint

Correct-by-construction ML models

Task: train a neural network N to satisfy constraint ¢.
Train: given data, labels, and loss function, iteratively update weights.

Verity: o, 8-CROWN, Marabou, NNV, ERAN,

training data ~ logical constraints

verify constraints
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2. Background: Property-driven ML

Given data X, label y, and constraint ¢, obtain optimal weights 8™ by

/31:C()Qb.y3(ﬁ)°

DL2: approximate Vx. x F ¢ by finding x* such that x* ~ ¢.
e Approximate counterexample outside of training set using PGD:

0" = argmin aLce(xg, y)
6

K
X = drgmax 'CC(X()a X,Y, ¢)
XE||x—xo]| e

e Use this counterexample in training:

0" = argemin aLlce(xo,y) + BLc(X0, X", Y, ¢).

3. Background: Differentiable Logics
eDL2: [-|[pro: ® — [0, 00), where [ T]p. = 0, and

[x < ylpLs := max{x — y, 0}

[¢ A Y]or2 == [¢]or2 + [¢]oL2

(¢ V Y]ore == [@lowe - [¢]oLe.

e Fuzzy Logics: [-];: & — [0,1], where [T], =1and [L]; =0
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y*, else.

4. Methods

General-purpose framework implementation in Py Torch:

def train(..):
for , (inputs, labels) in enumerate(train loader):

outputs = NN(inputs)

ce _loss = F.cross_entropy(outputs, labels)
adv = pgd.attack(NN, inputs, labels, constraint)
dl loss = constraint.eval (NN, inputs, adv, labels)

loss = alpha * ce loss + beta * dl loss

optimizer.zero_grad()
loss.backward()
optimizer.step()
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the classification is roughly the same
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Figure: The Robustness(e = 0.4, = 0.01) constraint on GTSRB.

6. Experiment — Group Constraint
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b) danger signs
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erestriction signs

d) speed limit signs
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other prohibitory signs

f) mandatory signs

Constramt: The sum of probabilities of groups of related signs must

be either very high or very low.
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Figure: The Groups(e = 0.6, = 0.02) constraint on GTSRB.

7. Results

Main finding: Training with any differentiable logic works well!
Operators with favourable theoretical properties (e.g. shadow-lifting
conjunctions, implications with Modus Ponens and Modus Tollens
reasoning) are not necessarily the best choice in practice.

8. Future Work

e Expressive specifications for ML & temporal differentiable logics.
e Certified training for guaranteed constraint satisfaction.
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