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Introduction

Software development faces challenges in requirements traceability and verification. Many specifica-
tions are written in natural language, which can be ambiguous. The VERIFAI project leverages Large
Language Models (LLMs) to generate formal specifications, bridging the gap between informal require-
ments and verifiable code.

Motivation: Tackling Ambiguity in Software Requirements

Software requirements are generally written in natural language making them easy to write but hard to
verify. Natural language can be vague and open to different interpretations. Misunderstandings at this
stage can cause problems leading to bugs, safety issues and failed expectations. Another challenge is
traceability where a requirement originates and undergoes varied interpretations and refinements.
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Proposed workflow for the VERIFAI pipeline: Natural-language requirements and domain ontologies
are combined with prompt strategies to generate formal specifications via LLMs. Outputs in JSON-LD
feed verification tools, with symbolic and human feedback refining results.

Initial Experiment Setup with Frama-C Ecosystem
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Verification Goals + Outcomes

Methodology of the initial experiments: Combining LLM with symbolic analysis tools in the Frama-
C ecosystem. The workflow integrates path-based examples and verification outputs to guide the
generation of context-aware ACSL specifications.

a0 e

Arshad Beg, Diarmuid O’'Donoghue, and Rosemary Monahan

Principles of Programming Group, Department of Computer Science
National University of Ireland, Maynooth.

Output of Verification Toolchain for a set of C Programs
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Graph for Execution Time Elapsed by the Provers
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Here, CVC5 delivered the fastest execution times across the evaluated C programs, while Alt-Ergo, Z3,
and CVC4 remain competitive but generally slower on larger or more complex C programs.

VERIFAI Challenges and Prospects

C1: Semantic Ambiguity F1: Human-in-the-loop Formalisation

C2: Lack of Ground Truth Datasets F2: Multi-modal Artefact Alignment

C3: Tool Interoperability F3: Standardised Benchmarks

C4: Traceability Across Artefacts F4: Neuro-symbolic Reasoning

C5: Explainability and User Trust F5: Interactive Traceability Tools

Mapping between challenges (C1—-C5) and future research (F1-F5) directions in LLM-based formalisation
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